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Configuration of OpenVPN on Linux - Fedora release 21 (Twenty One): 

Definition: 

OpenVPN is an open-source software application that implements virtual private network (VPN) 

techniques for creating secure point-to-point or site-to-site connections in routed or bridged 

configurations and remote access facilities. It uses a custom security protocol that utilizes SSL/TLS for key 

exchange. It is capable of traversing network address translators (NATs) and firewalls. 

More Refined Definition: 

OpenVPN is an open-source VPN application which allows you to create secure tunnels between machines 

that are not on the same local network. 

Scenario: 

1. Server with Fedora Linux loaded (IP ADDRESS 192.168.0.43) 

2. Getenforce – Enabled (FirewallD) 

3. OpenVPN Clients (Remote Users) will connect this VPN Server and tunnel through the LAN. 

4. Client Side - Windows version 6.2 (Windows 8 or greater) 

Client Package: https://swupdate.openvpn.org/community/releases/openvpn-install-2.3.10-

I601-x86_64.exe 

openvpn-install-2.3.10-I601-x86_64 

 

Installing OpenVPN server 

# yum install openvpn easy-rsa –y 

 

Creating keys and certificates 

We will create directory in which we will store certs,keys and certification scripts: 

# mkdir /etc/openvpn/easy-rsa/keys 

 

Copy cert scripts to new folder: 

# cp -rf /usr/share/easy-rsa/2.0/* /etc/openvpn/easy-rsa 

https://en.wikipedia.org/wiki/Virtual_private_network
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https://en.wikipedia.org/wiki/Firewall_(computing)
https://swupdate.openvpn.org/community/releases/openvpn-install-2.3.10-I601-x86_64.exe
https://swupdate.openvpn.org/community/releases/openvpn-install-2.3.10-I601-x86_64.exe


Create predefined answers for script to avoid typing it when we start to create certs/keys 

# vi /etc/openvpn/easy-rsa/vars 

# NOTE: If you installed from an RPM, 

# don't edit this file in place in 

# /usr/share/openvpn/easy-rsa -- 

# instead, you should copy the whole 

# easy-rsa directory to another location 

# (such as /etc/openvpn) so that your 

# edits will not be wiped out by a future 

# OpenVPN package upgrade. 

 

# This variable should point to 

# the top level of the easy-rsa 

# tree. 

export EASY_RSA="`pwd`" 

 

# 

# This variable should point to 

# the requested executables 

# 

export OPENSSL="openssl" 

export PKCS11TOOL="pkcs11-tool" 

export GREP="grep" 

# This variable should point to 

# the openssl.cnf file included 

# with easy-rsa. 

export KEY_CONFIG=`$EASY_RSA/whichopensslcnf $EASY_RSA` 

 

# Edit this variable to point to 

# your soon-to-be-created key 

# directory. 

# 

# WARNING: clean-all will do 

# a rm -rf on this directory 

# so make sure you define 

# it correctly! 

export KEY_DIR="$EASY_RSA/keys" 

 

# Issue rm -rf warning 



echo NOTE: If you run ./clean-all, I will be doing a rm -rf on $KEY_DIR 

 

# PKCS11 fixes 

export PKCS11_MODULE_PATH="dummy" 

export PKCS11_PIN="dummy" 

 

# Increase this to 2048 if you 

# are paranoid. This will slow 

# down TLS negotiation performance 

# as well as the one-time DH parms 

# generation process. 

export KEY_SIZE=2048 

 

# In how many days should the root CA key expire? 

export CA_EXPIRE=3650 

 

# In how many days should certificates expire? 

export KEY_EXPIRE=3650 

 

# These are the default values for fields 

# which will be placed in the certificate. 

# Don't leave any of these fields blank. 

export KEY_COUNTRY="SR" 

export KEY_PROVINCE="Zemoon" 

export KEY_CITY="Belgrade" 

export KEY_ORG="my organization" 

export KEY_EMAIL="me@myhost.mydomain" 

export KEY_OU="MyOrganizationalUnit" 

 

# X509 Subject Field 

export KEY_NAME=localhost.localdomain  #this is OpenVPN server host name 

 

# PKCS11 Smart Card 

# export PKCS11_MODULE_PATH="/usr/lib/changeme.so" 

# export PKCS11_PIN=1234 

 

 

 

 



Read and execute commands from vars: 

# cd /etc/openvpn/easy-rsa 

# source ./vars 

Clean any previously created certs/keys 

# ./clean-all 

Build CA and press ENTER for any given questions (that’s why we edited vars script) 

# ./build-ca 

 

Now generate key and certificate for OpenVPN server. Again, press ENTER for each questions, 

and answer Y (yes) to commit the changes at the end 

# ./build-key-server localhost.localdomain 

 

We must create a Diffie-Hellman key exchange file. 

# ./build-dh 

 

In easy-rsa folder, subfolder keys is generated by scripts above. In that folder certs/keys are stored. 

We need to copy these keys to /etc/openvpn directory 

# cd /etc/openvpn/easy-rsa/keys 

# cp dh2048.pem ca.crt localhost.localdomain.crt localhost.localdomain.key /etc/openvpn 

 

Our clients will also need certificates to be able to authenticate. These keys/certs need to be 

transferred to client machines 

(ssh,scp,WinSCP,USB stick,shared folder….) 

I named our client june 

# cd /etc/openvpn/easy-rsa 

# ./build-key june 

Files june.crt and june.key will be created. 

june.crt, june.key and ca.crt files need to be copied to client computers, no matter what OS they’re 

using 

We’ll do that later. 

 



Now we will configure OpenVPN server: 

We have to copy and sample server.conf file to our location and edit as required. 

# cp /usr/share/doc/openvpn/sample/sample-config-files/server.conf /etc/openvpn/ 

# vi /etc/openvpn/server.conf 

 

# Which local IP address should OpenVPN 

# listen on? (optional) 

local 192.168.0.43  #OpenVPN server IP 

 

# Which TCP/UDP port should OpenVPN listen on? 

# If you want to run multiple OpenVPN instances 

# on the same machine, use a different port 

# number for each one. You will need to 

# open up this port on your firewall. 

port 1194 # You can change port here 

 

# TCP or UDP server? 

;proto tcp 

proto udp 

 

  

;dev tap 

dev tun 

  

ca /etc/openvpn/ca.crt                                 #our previously generated key/certs 

cert /etc/openvpn/localhost.localdomain.crt 

key /etc/openvpn/localhost.localdomain.key   # This file should be kept secret 

 

  

dh /etc/openvpn/dh2048.pem 

 

  

server 10.8.0.0 255.255.255.0  # pool of addresses which OpenVPN clients will be using 

 

# Maintain a record of client <-> virtual IP address 

# associations in this file. If OpenVPN goes down or 

# is restarted, reconnecting clients can be assigned 



# the same virtual IP address from the pool that was 

# previously assigned. 

ifconfig-pool-persist ipp.txt 

 

# Push routes to the client to allow it 

# to reach other private subnets behind 

# the server.  Remember that these 

# private subnets will also need 

# to know to route the OpenVPN client 

# address pool (10.8.0.0/255.255.255.0) 

# back to the OpenVPN server. 

;push "route 192.168.10.0 255.255.255.0" 

;push "route 192.168.20.0 255.255.255.0" 

 

# If enabled, this directive will configure 

# all clients to redirect their default 

# network gateway through the VPN, causing 

# all IP traffic such as web browsing and 

# and DNS lookups to go through the VPN 

# (The OpenVPN server machine may need to NAT 

# or bridge the TUN/TAP interface to the internet 

# in order for this to work properly). 

push "redirect-gateway def1 bypass-dhcp"  #instruct  the client to redirect all traffic through our OpenVPN. 

 

# Certain Windows-specific network settings 

# can be pushed to clients, such as DNS 

# or WINS server addresses. CAVEAT: 

# http://openvpn.net/faq.html#dhcpcaveats 

# The addresses below refer to the public 

# DNS servers provided by opendns.com. 

#Provide DNS servers to the client, as it will not be able to use the default 

# DNS servers provided by your ISP 

push "dhcp-option DNS 8.8.8.8" 

 

 

  

 

# The keepalive directive causes ping-like 

# messages to be sent back and forth over 

# the link so that each side knows when 



# the other side has gone down. 

# Ping every 10 seconds, assume that remote 

# peer is down if no ping received during 

# a 120 second time period. 

keepalive 10 120 

 

  

# You can uncomment this out on 

# non-Windows systems. 

 

Run OpenVPN with no privileges once it has started,  

 

user nobody  

group nobody  

 

# The persist options will try to avoid 

# accessing certain resources on restart 

# that may no longer be accessible because 

# of the privilege downgrade. 

persist-key 

persist-tun 

 

# Output a short status file showing 

# current connections, truncated 

# and rewritten every minute. 

status openvpn-status.log 

 

# By default, log messages will go to the syslog (or 

# on Windows, if running as a service, they will go to 

# the "\Program Files\OpenVPN\log" directory). 

# Use log or log-append to override this default. 

# "log" will truncate the log file on OpenVPN startup, 

# while "log-append" will append to it.  Use one 

# or the other (but not both). 

;log         openvpn.log 

;log-append  openvpn.log 

 

# Set the appropriate level of log 

# file verbosity. 

# 



# 0 is silent, except for fatal errors 

# 4 is reasonable for general usage 

# 5 and 6 can help to debug connection problems 

# 9 is extremely verbose 

verb 3 

 

# Silence repeating messages.  At most 20 

# sequential messages of the same message 

# category will be output to the log. 

;mute 20 

 

 

Enable routing 

 

For the server to be able to forward IPv4 packets between the interfaces we need to enable IPv4 

forwarding. 

 

# echo "net.ipv4.ip_forward = 1" >> /etc/sysctl.conf 

# sysctl –p 

 

Add the following firewall-cmd rules (open port 1194, add OpenVPN interface-tun1 to trusted zone, 

enable masquerading, 

Configure IP masquerading on the server for outgoing packets from VPN clients) 

 

# firewall-cmd --permanent --add-service openvpn 

# firewall-cmd --permanent --zone=trusted --add-interface=tun1 

# firewall-cmd --permanent --zone=trusted --add-masquerade 

# DEV=$(ip route get 8.8.8.8 | awk 'NR==1 {print $(NF-2)}') 

# firewall-cmd --permanent --direct --passthrough ipv4 -t nat -A POSTROUTING -s  10.8.0.0/24 -o $DEV -j 

MASQUERADE 

# firewall-cmd --reload 

 

 



Start OpenVPN: 

# systemctl start openvpn@server.service 

# service openvpn@server status 

Redirecting to /bin/systemctl status  openvpn@server.service 

● openvpn@server.service - OpenVPN Robust And Highly Flexible Tunneling Application On server 

     Loaded: loaded (/usr/lib/systemd/system/openvpn@.service; enabled) 

     Active: active (running) since Wed 2016-01-06 11:22:50 AST; 2h 48min ago 

 Main PID: 1276 (openvpn) 

     CGroup: /system.slice/system-openvpn.slice/openvpn@server.service 

             └─1276 /usr/sbin/openvpn --daemon --writepid /var/run/openvpn/server.pid --cd /etc/openvpn/ --config server.conf 

 

OpenVPN on Client Side: 

On Windows Client Install latest version of OpenVPN Windows client,  

copy ca.crt, june.crt, june.key to C:\Program Files\OpenVPN\config. 

Install directory you have file client.ovpn, copy it to config folder too as june.ovpn: 

 

 

 

 

mailto:openvpn@server.service
http://openvpn.net/index.php/open-source/downloads.html


Now have a look at file june.ovpn in Notepad: 

############################################## 

# Sample client-side OpenVPN 2.0 config file # 

# for connecting to multi-client server.     # 

#                                            # 

# This configuration can be used by multiple # 

# clients, however each client should have   # 

# its own cert and key files.                # 

#                                            # 

# On Windows, you might want to rename this  # 

# file so it has a .ovpn extension           # 

############################################## 

 

# Specify that we are a client and that we 

# will be pulling certain config file directives 

# from the server. 

client 

 

# Use the same setting as you are using on 

# the server. 

# On most systems, the VPN will not function 

# unless you partially or fully disable 

# the firewall for the TUN/TAP interface. 

;dev tap 

dev tun 

 

# Windows needs the TAP-Win32 adapter name 

# from the Network Connections panel 

# if you have more than one.  On XP SP2, 

# you may need to disable the firewall 

# for the TAP adapter. 

;dev-node MyTap 

 

# Are we connecting to a TCP or 

# UDP server?  Use the same setting as 

# on the server. 

;proto tcp 

proto udp 

 



# The hostname/IP and port of the server. 

# You can have multiple remote entries 

# to load balance between the servers. 

;remote 192.168.0.43 1194 

remote localhost.localdomain 1194  # Public FQDN of OpenVPN server if you have registered DOMAIN 

 

# Choose a random host from the remote 

# list for load-balancing.  Otherwise 

# try hosts in the order specified. 

;remote-random 

 

# Keep trying indefinitely to resolve the 

# host name of the OpenVPN server.  Very useful 

# on machines which are not permanently connected 

# to the internet such as laptops. 

resolv-retry infinite 

 

# Most clients don't need to bind to 

# a specific local port number. 

nobind 

 

# Downgrade privileges after initialization (non-Windows only) 

;user nobody 

;group nobody 

 

# Try to preserve some state across restarts. 

persist-key 

persist-tun 

 

# If you are connecting through an 

# HTTP proxy to reach the actual OpenVPN 

# server, put the proxy server/IP and 

# port number here.  See the man page 

# if your proxy server requires 

# authentication. 

;http-proxy-retry # retry on connection failures 

;http-proxy [proxy server] [proxy port #] 

 

# Wireless networks often produce a lot 

# of duplicate packets.  Set this flag 



# to silence duplicate packet warnings. 

;mute-replay-warnings 

 

# SSL/TLS parms. 

# See the server config file for more 

# description.  It's best to use 

# a separate .crt/.key file pair 

# for each client.  A single ca 

# file can be used for all clients. 

ca ca.crt 

cert june.crt 

key june.key 

 

# Verify server certificate by checking that the 

# certicate has the correct key usage set. 

# This is an important precaution to protect against 

# a potential attack discussed here: 

#  http://openvpn.net/howto.html#mitm 

# 

# To use this feature, you will need to generate 

# your server certificates with the keyUsage set to 

#   digitalSignature, keyEncipherment 

# and the extendedKeyUsage to 

#   serverAuth 

# EasyRSA can do this for you. 

remote-cert-tls server 

 

# If a tls-auth key is used on the server 

# then every client must also have the key. 

;tls-auth ta.key 1 

 

# Select a cryptographic cipher. 

# If the cipher option is used on the server 

# then you must also specify it here. 

;cipher x 

 

# Enable compression on the VPN link. 

# Don't enable this unless it is also 

# enabled in the server config file. 

comp-lzo 



 

# Set log file verbosity. 

verb 3 

 

# Silence repeating messages 

;mute 20 

 

 

 

 

 

 



 

 


